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ABSTRACT
The interplay between cyber and physical elements of water systems and the corresponding security 
challenges are fast becoming a key topic for the water sector. Of special concern is the absence of 
simulation tools for deliberate contamination attacks on water distribution networks (WDNs), in con-
junction with cyber attacks on the contamination warning system. RISKNOUGHT is a cyber-physical 
stress-testing platform that simulates WDNs as integrated cyber-physical systems and models complex 
cyber-physical attacks. Supported tasks include modelling of contamination incidents and complex 
control logic schemes acting as mitigation measures against contamination (e.g. DMA isolation and 
flushing). RISKNOUGHT simulates composite scenarios of cyber-physical attacks on various elements of 
the SCADA and the physical network and assesses impact on the network and consumers through several 
metrics. Testing the platform on a benchmark network demonstrates its capabilities and provides insights 
for water utilities regarding cyber-physical attacks that include contamination events.
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Introduction

Water distribution networks (WDNs) are core systems for the 
welfare of any society because their role in providing safe to 
drink water in a distributed manner is irreplaceable. Thus, 
WDNs are considered part of the critical infrastructure (CI) of 
any community. Due to their dispersed nature, accessibility and 
large population coverage (Schwartz, Lahav, and Ostfeld 2014; 
Rasekh and Brumbelow 2015) are attractive for a multitude of 
deliberate malicious actions by perpetrators (Gleick 2006), 
including chemical and biological contamination. The serious 
implications of such threats include health and sociopolitical 
impacts (Rasekh and Brumbelow 2014), and can be deduced 
from similar experiences occurring from accidental (uninten-
tional) contamination events (Eliades et al. 2014). For example, 
a failure in Milwaukee Water Works southern treatment plant 
led to a cryptosporidium outbreak in the Milwaukee (USA) WDN 
in 1993 (Mac Kenzie et al. 1994) that affected 403,000 people, 
resulted in approximately 50 to 70 deaths (Hoxie et al. 1997) 
and an estimated economic damage of $96.2 million (Corso 
et al. 2003). Another example is the 2014 West Virginia (USA) 
chemical spill. Approximately 40,000 liters of the toxic com-
pound methylcyclohexanemethanol (MCHM) and ether were 
leaked from an industrial complex to Elk river, entered the 
water treatment plant and contaminated the main water 
source of West Virginia American Water in Charleston, leaving 
300,000 people without potable water (Cooper 2014).

In the past, a main ‘security’ notion has been that ‘dilution is 
the solution’ (i.e. any contamination will not be significant 
enough in volume terms) (Ginsberg and Hock 2004) due to the 
large volumes of water involved. However, there is a variety of 
chemical and biological (CB) agents (some being also 

weaponized) that can be dangerous even in small concentrations 
in the water (Salem 2003) or become even more toxic when 
oxidized by residual chlorine in the WDN (Schwartz, Lahav, and 
Ostfeld 2014; Ginsberg and Hock 2004). More over, large parts of 
WDNs are physically unprotected and have multiple access 
points. Regarding this, it was generally thought that an attack 
with CB agents would require expensive equipment and several 
technicians. However, it has been proven that injection of CB 
agents in a WDN is in fact possible by exploiting what is termed 
a ‘backflow attack’ (Rasekh and Brumbelow 2015; Ginsberg and 
Hock 2004; Allmann and Carlson 2005; Laird et al. 2005). For such 
an attack, any water outlet (e.g. faucets, fire hydrants etc.) can be 
used as an intrusion point (Laird et al. 2005) with the help of 
a low-cost pump that can overcome the pressure of the service 
line (Schwartz, Lahav, and Ostfeld 2014), provided that there is 
no backflow protection (Allmann and Carlson 2005), e.g. in the 
form of a backflow valve.

Water security in either deliberate or accidental contamina-
tion events is an active topic in the literature, with research 
focusing on many different aspects, such as modelling the fate 
of different CB agents transported though the WDN (e.g. 
Schwartz, Lahav, and Ostfeld 2014; Burkhardt et al. 2017; 
Shang, Uber, and Rossman 2008; Albert et al. 2017), source 
identification of the detected contaminant (e.g. Zechman and 
Ranji Ranjithan 2009; Laird et al. 2005; Seth et al. 2016), quality 
sensor placement (e.g. Giudicianni et al. 2020; Chang, 
Pongsanone, and Ernest 2013), modelling response and mitiga-
tion strategies (e.g. Shafiee and Berglund 2017; Alfonso, 
Jonoski, and Solomatine 2010) and improving the hydraulic 
and quality models to accommodate more sophisticated ana-
lyses (e.g. Seyoum and Tanyimboh 2017; Xing and Sela 2020).
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However, there is a major gap in the water security literature 
and in risk management frameworks (Nikolopoulos et al. 2018); 
modern WDN are cyber-physical systems (Nikolopoulos et al. 
2020), as they are an integration of physical processes with 
computational engineered systems (Lee 2008). The typical 
WDN is controlled and monitored by a Supervisory Control 
and Data Acquisition system (SCADA), which uses sensors, 
actuators, and other field devices to operate. In the context of 
cyber-physical quality monitoring, there are online quality sen-
sors or probes that automatically sample water characteristics 
and relay the information to programmable logic controllers 
(PLCs), remote terminal units (RTUs) or to the SCADA to perform 
some action via actuators, issue a warning etc. Therefore, cyber- 
physical WDNs besides deliberate contamination (a form of 
physical attack) are exposed to a bigger attack surface (Rasekh 
et al. 2016) with additional threats taking the form of cyber- 
attack that hinders the monitoring and/or remote control 
operations of the WDN. A particularly concerning combinatory 
cyber-physical attack is an event where perpetrators contam-
inate the WDN and at the same time perform a cyber-attack on 
the SCADA to make the attack go unnoticed, e.g. the perpe-
trator hijacks the connection, eavesdrops the data transmitted 
by the sensor and replays normal readings. Denial of service 
(DoS) attacks can also have a significant impact in conjunction 
with the contamination attack, as for example DoS attack to 
cut-off communication with actuator devices etc., with the 
intent to make it impossible to remotely activate emergency 
response measures. Another interesting scenario would be to 
fake a severe contamination event (i.e. without actually per-
forming the physical part of the attack) by manipulating sensor 
readings in order to cause chaos, as the utility would have to 
take drastic mitigation and response measures in vain. There 
are also other possible attack vectors that do not concern 
sensor or SCADA tampering, like physical destruction of flush-
ing units for decontamination, cyber-attacks on the connected 
actuator units etc.

It is argued that the operational integration of cyber and 
physical systems will be important in the risk management 
approach of water systems in the future (Makropoulos and 
Savić 2019). The growing number of cyber-physical incidents 
(for example, the Riviera Beach ransomware attack in 2019, the 
hacking of Maroochi Shire Waste Water Treatment Plant in 
2000, the remote access to a sluice gate on the Bowman Dam 
in 2013, the reported cyber attacks on the Israeli water industry 
in 2020 etc., seen in the reviews of Hassanzadeh et al. (2020) 
and Tuptuk et al. (2021) supports this notion and there is 
a growing interest in EU for the protection of such systems, 
especially with water quality in mind (e.g. Ed and Ed 2019; 
Coelho et al. 2020). Also, recent reports in the US (ICS-CERT 
2016), show that the water sector ranks among the most pro-
minent critical infrastructure sectors for cyber-attacks, with 
hundreds attempts yearly (many of which undisclosed to the 
general public and others still undetected). Nevertheless, there 
are currently only a few cyber-physical tools that can aid in 
analysis of cyber-physical risk assessment and impact evalua-
tion of cyber-physical attacks on a WDN. Such cyber-physical 
tools include epanetCPA (Taormina et al. 2019, 2017) and 
DHALSIM (Murillo et al. 2020). However, both currently do not 
support the ability to simulate quality related attacks. 

RISKNOUGHT (Nikolopoulos et al. 2020, 2019a) is a cyber- 
physical stress-testing platform that supports quality related 
cyber-physical attacks and response measures for mitigation. 
In this work, we present in depth the cyber-physical quality 
modelling capabilities of RISKNOUGHT.

RISKNOUGHT modelling platform

RISKNOUGHT (Nikolopoulos et al. 2020, 2019a) is 
a simulation platform coupling two interacting models, 
one for the cyber layer, governing the control logic, and 
one for the physical layer, responsible for hydraulics. The 
modelling of interactions and feedback loops between the 
two models allows users to simulate water distribution sys-
tems as cyber-physical systems, implementing complex con-
trol logic via a purely simulation-based approach. The 
processes and information flow between components are 
mathematically modelled, i.e. the cyber layer is represented 
as a graph, where the central SCADA system is represented 
as a node, an online sensor is represented as another node 
type, the connection between the sensor and a PLC is 
represented as an edge, and the measurement of the sensor 
is a signal traversing the graph, interacting with a software 
function with the physical model, such as affecting the 
decision on a pump control. This approach is in contrast 
with emulation-based approaches (e.g. Almalawi et al. 2013; 
Antonioli and Tippenhauer 2015) that employ emulators, 
virtual machines, or software defined networks. These mod-
elling methods construct a detailed emulation model of 
each component, representing its original operation accu-
rately in a software environment. While more detailed, many 
emulation approaches are proprietary, tethered to a specific 
system topology (Fovino et al. 2010; Siaterlis, Garcia, and 
Genge 2013; Queiroz et al. 2009; Queiroz, Mahmood, and 
Tari 2011; Siaterlis, Genge, and Hohenadel 2013). Emulation 
is not easily implemented in system-wide cyber-physical risk 
assessment studies; While it is very useful as a means of 
penetration testing to discover new vulnerabilities to cyber- 
attacks for components, in order to describe a cyber- 
physical attack, a definite series of detailed steps regarding 
software/hardware exploitation must be modelled. On the 
other hand, simulation approaches enable the representa-
tion of cyber-physical attacks as events and assess their 
impact in system-wide what-if exploration scenarios that 
explain the interaction of processes and information flow 
in the cyber layer and the resulting cascading effects in the 
physical layers with a level of abstraction and the focus 
being on the outcome of the event (Nikolopoulos et al. 
2020).

A variety of cyber-physical attacks can be modelled by 
RISKNOUGHT and incorporated in stress-testing scenarios, 
including: DoS attacks (e.g. DoS on a PLC, DoS on the connec-
tion to an actuator etc.), tampering with sensor data/trans-
mitted information (Man-in-the-middle (MITM) attacks, such 
as fabrication of data, replay attacks etc.), physical sabotage/ 
destruction of cyber as well as physical components etc.

The current version of RISKNOUGHT fully supports the simu-
lation of deliberate contamination events, along with the ability 
to monitor water quality through sensors in the WDN and 
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issuing control logic commands for response and mitigation 
measures for emergencies as a contamination warning sys-
tem (CWS).

RISKNOUGHT physical and cyber layers and interactions

RISKNOUGHT leverages the recently released EPANET 2.2 
(Rossman et al. 2020) through the usage of the WNTR Python 
package (Klise et al. 2017) for representing in detail any WDN. 
The new version of EPANET facilitates natively pressure driven 
analysis (PDA) equations. These produce realistic pressure defi-
cient conditions which may result in service unavailability in 
a WDN, in contrast with the normal setting of demand driven 
analysis (DDA) equations of previous EPANET versions (Ciaponi 
and Creaco 2018). This is of paramount importance in disaster 
modelling and when assessing the effect of prolonged or 
severe cyber-physical attacks. The water quality solver of 
EPANET 2.2. is also compatible with the PDA solver, allowing 
the handling of a single-species water contaminant fate and 
transportation analysis along with the hydraulics of the net-
work. This used to not be a seamless process in the past), 
requiring extensions such as EPANET-PDX (Seyoum and 
Tanyimboh 2014, 2016) and EPANET-PMX (Seyoum and 
Tanyimboh 2017).

For the cyber layer, a user-customizable object-oriented net-
work digraph model is employed, that leverages the NetworkX 
(Hagberg, Schult, and Swart 2008) Python package, with nodes 
acting as sensors, actuators, programmable logic controllers 
(PLCs), the central SCADA mainframe, human–machine inter-
face (HMI),and the historian (the SCADA database infrastruc-
ture), and edges acting as the wired/wireless connections 
between them . At each simulation step, the physical layer 
object (the WDN) feeds input data (e.g. node pressure, tank 
level, pipe velocities etc.) from the hydraulic simulation to the 
cyber layer, which, depending on the deployed control logic 
schemes, passes decisions to the physical layer, affecting the 
hydraulic state for the subsequent simulation step. 
RISKNOUGHT returns results to the user about all system prop-
erties in the form of pandas dataframes(McKinney 2010).

Water quality cyber-physical simulation

Specifically for the cyber-physical water quality simulation, 
RISKNOUGHT uses a sophisticated procedure, that couples the 
water quality simulation, the PDA hydraulic simulation, and the 
remote monitoring and control model. It is imperative to run 
both the physical layer and the cyber layer in a stepwise man-
ner and concurrently, i.e. run a PDA hydraulics simulation with 
the discretization step of the control and monitoring scheme, 
run the quality simulation with regard to these hydraulic con-
ditions, then update the monitoring scheme (sensors) of the 
SCADA and apply controls/changes to the network (via actua-
tors). The previous version of RISKNOUGHT (Nikolopoulos et al. 
2020) used as the hydraulic solver the WNTRsimulator (Klise 
et al. 2017), a Python EPANET compatible solver (but without 
water quality capabilities), that allowed the pause of 
a simulation, the change of parameters and the continuation 
of the altered scheme. This enabled the cyber layer to seam-
lessly alter processes in the physical layer, simulating monitor 

and control operations. The EPANET 2.2. simulation engine 
wrapper in WNTR though does not support the stepwise 
pause and continuation of simulations. To solve this issue in 
cyber-physical stepwise water quality simulation along with 
a concurrent control scheme, the following process is used:

For the first simulation step, the initial conditions of the 
water network (water quality at nodes, tank levels etc.) are 
monitored from the cyber layer, which generates a set of 
commands. The duration of the hydraulic simulation is set to 
a single timestep. Any change of state to a pump, valve etc. is 
transformed to an EPANET ‘time control’ object of the form ‘LINK 
x status AT TIME t’ and added to the control list. The WDN’s 
operation is simulated, and all hydraulic results are added to 
respective dataframes.

For the second and each subsequent step, the cyber 
layer’s information is updated with the results of the last 
physical simulation step, culminating the monitoring process. 
New commands are generated based on this information, 
which is translated into EPANET time controls and added to 
the WDN object. The hydraulic simulation duration is set to 
the previous one plus a single timestep, and the simulation is 
re-run. The results of the last timestep are added to the 
respective dataframes, concluding the cycle of a single cyber- 
physical simulation step.
With the aforementioned procedure, RISKNOUGHT accom-
plishes the task of solving both the hydraulics of the network 
with PDA equations and the water quality aspect concur-
rently, allowing also the implementation of controls based 
on attributes like water quality (e.g. if concentration at node 
X is above a certain threshold, close Y valve) that EPANET 
currently does not allow, as all commands are passed to the 
WDN as time controls affecting pipes, pumps and valves. This 
interplay brings the benefit of allowing monitoring of water 
quality changes in the network and deciding on control 
actions. The coupling with the PDA in EPANET 2.2. proves to 
be useful in cases of control actions that can drastically alter 
pressure in the distribution network (e.g. close valves) and 
thus hinder the ability to supply water. However, the process 
of re-running the physical model with an increasing number 
of timesteps may prove slow for very large networks and long 
period simulation with small hydraulic timesteps, despite the 
fast EPANET 2.2 solver. The process of cyber-physical quality 
simulation is schematically presented in Figure 1.

Quality monitoring and response model using 
RISKNOUGHT

Various components (sensors, PLCs, actuators, etc.) are 
included in the cyber layer representation for the cyber- 
physical WDN simulation. RISKNOUGHT uses the following 
components (Nikolopoulos et al. 2020):

● Sensor: acquires data from the physical layer, e.g. tank 
levels, node pressure, water quality (concentration) etc., 
from a node or link of the WDN. Sensors have a user- 
specified sampling ratio, which defaults to once in every 
cyber-physical simulation step and can have as attributes 
systematic biases and random error probabilities.
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● Actuator: performs an action on the physical layer, e.g. in 
the form of opening or closing a valve or pump, or acti-
vating a flushing unit.

● Logic: virtual components that implement control logic 
for responding to a detected contamination event and 
mitigating its impact via using input data from sensors to 
decide physical actions as outputs through actuators.

● PLC: holds Logic components, linked to the Central 
SCADA unit with slave/master or semi-autonomous rela-
tions, transmitting data and receiving master commands. 
PLC to PLC direct communication (without linking to 
central SCADA node) is not supported yet.

● Central SCADA: interconnects all field devices (PLCs) gath-
ering all input/output (I/O) data.

● Historian: records all I/O data in a database.

A schematic overview of the cyber layer is represented in 
Figure 2, where components for hydraulic operation and qual-
ity monitoring are shown.

RISKNOUGHT is enhanced with new control logic to supple-
ment the water quality monitoring capabilities provided by the 
sensor objects. The following new control actions can be imple-
mented with the condition ‘quality sensor detects concentration 
over a specific threshold’:

Figure 1. RISKNOUGHT cyber-physical quality simulation.

Figure 2. RISKNOUGHT cyber layer schem]atic overview for both hydraulics operation and quality monitoring.
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● Close a set of DMA isolation valves: A user-specified set of 
pipes are regarded as isolation valves and can be closed 
by the SCADA system if a contamination event is 
detected. This action isolates DMAs to prevent contam-
ination expansion.

● Close a set of pumps/valves: Similar to basic EPANET 
hydraulic controls, with the intent to cut-off supply to 
a specific contaminated area or isolate a non- 
contaminated one.

● Activate a set of flushing units: For these controls, 
RISKNOUGHT functions alter the topology of the WDN 
by automatically adding for each flushing unit a new 
node f and an initially closed pipe p connecting it to 
another user-specified node n. Node f is assigned 
a ‘demand’ that denotes its capacity to remove water 
from the system. All aforementioned properties are user- 
customizable. When the quality sensor associated with 
a flushing unit reads concentration values over the speci-
fied threshold, the respective monitoring PLC sends 
a signal to all actuators in the set to open the pipes 
connecting the flushing units.

It should be noted that due to EPANET’s engine being in use 
there is a modelling constraint: if an area of the system is 
isolated, i.e. not connected with open pump/valves/pipes to 
a reservoir or a tank as the result of an action, no water will 
move through the network. Thus, water supply will stop imme-
diately and a small albeit relevant portion of additional con-
taminated water volume found in pipes will not be consumed 
as it may be in real-world conditions. The same limitation 
appears in the case of flushing water from the system or from 
an isolated DMA. Without a reservoir or tank connected and 
supplying water, the simulation results will not show ‘supply’ to 
the flushing node, as well as other nodes in the same isolated 
area. Thus, no water will move through and out of the area. This 
can be alleviated by dividing the system to DMAs that have at 
least one tank or reservoir attached. If this is not possible due to 
network topology, another solution is to modify the system by 
including a virtual inflow node in the isolated area, connected 
with an initially closed pipe. The pipe should open with the 
response action and provide the flow to ‘flush’ out the con-
taminant from the flushing node.

RISKNOUGHT attack model for combinations of 
contamination attacks and cyber attacks

The cyber-physical attack model of RISKNOUGHT can accom-
modate combinations of physical attacks (e.g. sabotage, 
destruction of components, etc.) that during simulation affect 
the physical state of a component or an attribute of the WDN 
with cyber attacks (e.g. DoS, communication hijacking etc.) that 
during simulation affect the behaviour of the control scheme 
implemented. In this work, it is updated to include deliberate 
contamination attacks on the WDN, accompanied by cyber 
attacks to the CWS part of the SCADA. As such, on the physical 
side, RISKNOUGHT includes two types of contamination attacks:

● Backflow contaminant injection attacks: Simulates the per-
petrator’s intent of contaminating the network by inject-
ing the contaminant directly to the network through 
a junction. Customizable attributes are injection junction 
(given by the name/ID), start time (s), end time (s) and 
strength (kg/s).

● Tank/Reservoir contamination: Simulates the contamina-
tion of the network through contaminating the volume 
of water in a tank or reservoir of the WDN. Customizable 
attributes are initial contaminant’s concentration (mg/L) 
and the target (given by the name/ID).

RISKNOUGHT also includes a function to set-up initial contami-
nant concentration in nodes (i.e. junctions, tanks, reservoirs) for 
a specific scenario, instead of acquiring this info from the input . 
inp file. More than one physical attacks can be simulated in the 
same scenario e.g. two backflow contamination attacks at dif-
ferent nodes and starting at a different time. The physical attack 
routines can also be used for accidental contamination events 
in addition to deliberate actions. On the cyber side, 
RISKNOUGHT attack model includes a multitude of cyber 
attacks, as presented in Nikolopoulos et al. (2020). These attacks 
include:

● Sensor manipulation: Interception of transmitted sensor 
data and modification, fabrication of data (e.g. fake 
a contamination event).

● DoS on cyber components (sensors, actuators, PLCs, cen-
tral SCADA, historian etc.): disruption of communication 
between targeted field devices and the system, or com-
plete system take-down.

● Cyber attacks on the historian (e.g. an SQL injection 
attack, data record manipulation etc.): useful in simulating 
attacks that modify records of the system in cases where 
controls rely in past data and not on current sensor 
readings.

● Actuator/ACK (acknowledgment) signal manipulation: 
attacks that alter the response of the system to con-
trols and can mask their presence by faking correct 
orders.

As with physical attacks, various combinations of cyber attacks 
can happen in conjunction. Of particular interest within this 
paper are cyber-physical attacks with a backflow injection 
attack happening at the same time with sensor manipulation 
attempts to mask the contamination and blind the monitoring 
system, or DoS attacks to make the CWS unable to function. 
Another special type of sensor manipulation attacks is the 
fabrication of fake contamination events that aim to only dis-
rupt service without risking public health. For cyber-attacks on 
sensors, the following attributes are needed:

● Cyber-attack type: assign value or DoS
● start time: s
● end time: s
● target:valid sensor name/ID
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Example of RISKNOUGHT monitoring and response 
measures simulation

Figure 3 depicts the simple EPANET test network ‘Net 3’. We 
define a baseline scenario in RISKNOUGHT, without a quality 
monitoring control scheme, where the following physical 
attack is happening (see the injection node in Figure 3):

● Backflow injection attack at junction ‘115ʹ, from start time 0 
s to end time 3600 s, with injection strength 1 kg/s, of 
a conservative contaminant (i.e. there is no bulk/wall 
reactions and no diffusion).

RISKNOUGHT automatically constructs the SCADA represen-
tation of the hydraulic control logic. The scenario simulation 
duration is set to 24 hours with a hydraulics timestep of 15 min 
and a quality solver timestep of 5 min. As there are no quality 
sensors, the contamination is unnoticed, and in total 
3219.05 kg of contaminant mass is consumed. The total unal-
tered water supply, the growing cumulative mass consump-
tion and the contamination extents to the whole WDN 
downstream of node ‘115ʹ are presented in Figure 4. Then, 
the same network is modified by RISKNOUGHT to include 
a single quality sensor and a set of isolation valves dividing 
the WDN to four DMAs and a flushing unit as described in 
Table 1 and shown in Figure 3. The contamination attack is 
identified at simulation time 6300 s, the DMAs are isolated and 
in total 2919.30 kg of contaminant mass is consumed. The 
water supply is reduced as tanks empty, the cumulative mass 

consumption stops growing early as the contaminant mass is 
either consumed or contained within isolated DMAs without 
water supply and the extent of the contamination is reduced, 
as shown in Figure 4. Finally, using the last topology, a flusher 
unit is added near the junction with the sensor. The unit is 
activated when a contamination event is detected, with an 
outflow of 0.25 m3/s (Table 1). The activation of the flushing 
unit results in total consumption of 2266.58 kg of contaminant 
mass, signifying an improvement in the response strategy, as 
seen in Figure 4.

Demonstrating the platform’s stress-testing 
capability through a synthetic case study

C-Town (Ostfeld et al. 2012) is a known benchmark model 
based on a real medium-sized WDN, that has been previously 
used for cyber-physical studies (Taormina et al. 2017; 
Nikolopoulos et al. 2020) and quality simulation (Sankary 
and Ostfeld 2019). We use RISKNOUGHT to create a SCADA 
for the hydraulic controls that are based on the tanks’ levels, 
with a set of 20 controls, as shown in Nikolopoulos et al. (2020) 
and described in the network’s .inp file. A topology of seven 
sensors is generated with the Threat Ensemble Vulnerability 
Assessment and Sensor Placement Optimization Tool (TEVA- 
SPOT) (Berry et al. 2012) using the mean contamination extent 
objective function (Kessler, Ostfeld, and Sinai 1998; Watson, 
Greenberg, and Hart 2004). Assuming perfect sensors, this 
ensemble of sensors accomplishes the detection of contam-
ination events that cover 43.8% (170 out of 388) possible entry 

Figure 3. Net3 network topology.

6 D. NIKOLOPOULOS AND C. MAKROPOULOS



points for contaminant of the network, with the non- 
monitored location residing in remote branches of the WDN 
(a contamination there will be not detected but self-contained 
due to water flow conditions). The physical layer is updated 
with the inclusion of four isolation valves that separate the 
WDN into five DMAs, and five flushing units in the form of 
water hydrants, one in each DMA in lower elevation points. 
The cyber layer is updated with the respective sensor and 
actuator units, as well as control logic to be used as response 
and mitigation measures in the event of contamination detec-
tion. The modified C-Town topology is shown in Figure 5, 
a schematic representation of the cyber layer in and the 
cyber elements and respective controls in Figure 6, Table 2.

This topology is stress-tested against scenarios of cyber- 
physical attacks. The following metrics are used to quantify 
the effect of the attack on the system using four dimensions, 
influenced by the methodology presented in (Moraitis et al. 
2020)

● Temporal dimension: earliest detection time (EDT) – the 
time delta between the contaminant injection and the 
first report of a contamination event from the quality 
sensors in s.

● Spatial dimension: ratio of supply nodes affected with 
lower quality water (NA) – ratio of supply nodes with 
concentration above 0 mg/lLto the total number of supply 
nodes.

● Contaminant dimension: total mass consumed (MC) – total 
consumed mass in kg during the simulation period. By con-
sumption we define all interactions with supplied water, not 
specifically ingestion by customers. Also, we define the total 
mass consumed before detection (MCBD) as a more repre-
sentative metric of contaminant consumption, because 
usually when a contaminant is detected, a ‘do-not-use’ pub-
lic warning is issued (not modelled in the scenarios pre-
sented here). Related to this dimension is the flushed mass 
(FM), the contaminant mass in kg removed from the system 
by the activation of flushing units.

Figure 4. Illustration of Net3 performance for different cyber-physical schemes under the same backflow attack.

Table 1. New components added to cyber and physical layers.

Components Elements

Sensors Placed at junction 267, named S267
Isolation valves Placed at pipes 117, 116, 177, 223, 238
Isolation valves control logic ‘If concentration readings of S267 above 0.001 mg/L close pipes 117, 116, 177, 223, 238’
Flushing unit New junction F267, connected to junction 267 with a new initially closed pipe I267, demand: 0.25 m3/s
Flushing unit control logic ‘If concentration readings of S267 above 0.001 mg/L open I267’
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Figure 5. Left: C-Town modified topology, including sensors, DMA isolation valves, flushing units. Right: The five DMAs of C-Town.

Figure 6. Schematic representation of the cyber layer. The ‘logic’ components are groups of control logic statements for brevity reasons.

Table 2. Cyber elements and controls for quality monitoring and response strategy (note that the actual controls that adhere to the control logic are 49).

Components Elements

Sensors Placed at junctions J301, J385, J109, J292, J494, J67, J297, prefixed with ‘S’
DMA isolation valves actuators Placed at pipes P409, P424, P310, P796, and P237, prefixed with ‘A’
DMA isolation valves control logic ‘If concentration readings of ANY sensor above 0.001 mg/L close ALL DMA isolation valves’
Flushing units New nodes adjacent to present nodes J1056, J416, J1208, J185, and J87, Prefixed with ‘F’
Flushing unit control logic ‘If concentration readings of the DMA’s sensor above 0.001 mg/L open the DMA’s flushing unit’s isolation valve’
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● Water supply dimension: unmet demand (UD) – the total 
volume of water not delivered to customers in m3, as 
a result of the attack scenario. Note that high values in 
this metric is not always detrimental to the service, i.e. 
when the mitigation measures (flushers) are activated, 
which is captured by another related metric, flusher out-
flow (FO) in m3.

Scenario 0: backflow injection attack

An example backflow injection attack is simulated with both 
basic EPANET 2.2. i.e. without the quality monitoring and 
response measures) and with the RISKNOUGHT cyber-physical 
model, for comparison purposes. The physical attack’s injection 
node is ‘J159ʹ, from start time 10:00 to end time 11:00, with 
mass flowrate 0.001 kg s−1, and the contaminant is 
a conservative species, i.e. there is no bulk/wall reactions and 
no diffusion. The scenario simulation duration is set to 24 hours 
with a hydraulics timestep of 10 min and a quality solver time-
step of 5 min. In the EPANET simulation, a total of 3.055 kg of 
contaminant mass is consumed (MC), affecting 92.26% of the 
nodes (NA). The total unaltered water supply, the growing 
cumulative mass consumption, and the contamination extents 
to the whole WDN downstream of node ‘J159ʹ are presented in 
Figure 7. The same physical attack in RISKNOUGHT with the 

CWS system in operation is detected by sensor SJ109 at time 
10:40 (40 min after injection). This means that only 0.054 kg of 
contaminant mass is consumed before detection and up to 
1.213 kg during the event, depending on if and how fast and 
effectively a do-not use general public warning is issued (the 
water demands remain currently unchanged in RISKNOUGHT) 
The contamination extent is lower, as 8.5% of the nodes are 
affected, while there is an unmet demand volume of 
8465.44 m3. The water supply is reduced as tanks empty, the 
cumulative mass consumption stops growing early as the con-
taminant mass is either consumed or contained within isolated 
DMAs without water supply and the extent of the contamina-
tion is reduced, as shown in Figures 7 and 9.

Scenario 1: single sensor manipulation

A perpetrator performs a backflow injection attack that is dis-
cussed above but has also hijacked the connection of sensor 
SJ109. For 4 h, from 10:00 to 14:00 fake normal quality readings 
are replayed and received from the SCADA. In this hypothetical 
case, it is assumed that sensors in the CWS are perfect and can 
measure the concentration of the contaminant, so the replayed 
values are a timeseries of 0.0 mg/L. Simulation results show that 
the contaminant spreads from its source past the monitoring 
point, enters other DMAs, when it is finally detected at the 
same timestep, at time 11:10 (EDT: 3900 s) by two sensors, 

Figure 7. Scenario 0 and comparison with a basic EPANET 2.2 simulation. Top left: Water supply. Top right: contaminant mass consumed. Bottom: Spatial extent of 
contamination.
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SJ385 and SJ494 (both in DMA2). Before detection (MCBD), 
0.143 kg of contaminant mass are consumed which is 
a 265.16% increase compared to the benchmark scenario, and 
up to (MC) 1.127 kg during the event, assuming no change in 
water demand due to an issued public warning. The delayed 
(by 30 min compared to Scenario 0) response and mitigation 
measures result in FO of 4817.44 m3, FM is 0.56 kg, NA is 43.56% 
of the WDN’s nodes and UD is 8006.50 m3.

Scenario 2: manipulation of all sensors

This scenario is a variant of the previous one, but the perpe-
trator accomplishes the exploitation of all sensors in the CWS 
for 4 h, so fake normal quality readings are received from all 
sensors from 10:00 to 14:00. In this case, the attack is detected 
right after the end of the cyber-attack at 14:10 (note that the 
discretization step of the simulation is 10 min). The impact of 
the attack is larger with MCBD of 2.219 kg at 14:10 (EDT: 15000 
s), with up to MC 2.636 kg in the simulation period. The attack 
results in most of the WDN’s nodes becoming contaminated 
(NA 92.01%), due to the DMA isolation happening late (just 
after the cyber-attack’s end). The late flushing results in FO of 
4657.8 m3 with FM 0.168 kg, while UD is lower at 5894.32 m3.

Scenario 3: DoS on the connections to actuators

In this case, the perpetrator performs the same physical part of 
the attack as scenarios 1 and 2 but changes the cyber-attack 
type to DoS on the connections to actuators isolating the 
DMAs. Therefore, the attack is detected by SJ109 at 10:40 
(EDT: 2400 s) but there is a delay of 1 hour to manually regain 
control of the isolation valves. The flashing units operate as 
normal (unaffected by the cyber-attack), so MCBD is 0.054 kg 

and MC 0.697 kg, while FM is 2.417 kg due to FO of 5754 m3). 
The 32.47% of nodes are affected by the contaminant (NA) and 
UD is 8469.98 m3.

Scenario 4: sensor manipulation at a targeted DMA

The perpetrator performs a sophisticated targeted cyber- 
physical, by a) performing a backflow injection rate of 0.001 
kgs−1 from 13:00 to 14:00 at node J292, with the intent to target 
specifically the area of the network contained in DMA3, b) 
hijacking the connection of sensor SJ292 and replaying normal 
water quality readings from 13:00 to 23:59. The attack goes 
undetected, as contaminated water cannot flow to other parts 
of the network, resulting in 2.057 kg of contaminant consumed 
(the rest resides in the pipes of the DMA and tank T3) in the 11 h 
time frame. 0

Scenario 5: fake contamination event

In this scenario, the intent of the perpetrator is to cause chaos 
in the water utility rather than contaminating the water, so the 
attack consists of only a cyber attack, i.e. hijacking the connec-
tion of sensor SJ109. For 14 h, from 10:00 to 23:59 forged 
quality readings are relayed to the SCADA, indicating a severe 
contamination event (a timeseries of large concentration 
values, i.e. 10 mg/L). The result of the cyber attack is that all 
DMAs are isolated and flushers are activated, disrupting the 
water supply to consumers as seen in Figure 8. In total, 
8932.36 m3 of water are not delivered (UD) and a total of 
4823.96 m3 are flushed (FO).

Figures 8–10 illustrate the impact of Scenarios 1,2,3,4 and 5 
in the water supplied, contamination extent and contaminant 
mass consumed dimensions.

Figure 8. Water supplied to consumers in different scenarios. Note that Scenario 3 curve is the same as the expected consumption, because no response measures are 
activated.
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Discussion

Because C-Town in based on a medium sized real-world city 
and has a fairly common single water source and branched- 
DMA network topology, we can gain insights applicable for 
many water utilities worldwide. Scenario 0 showcases the les-
sened impact that a physical attack bears when countered with 
an effective CWS and response measures, as it is evident by 
comparing with a simulation of the attack without such mon-
itoring and control schemes in EPANET. However, as seen from 
the scenarios, especially from the Scenario 4, due to complex 
flow conditions, the temporal and spatial characteristics of any 
attack are crucial for detection by sensors, along with their 
placement strategy and number, as it is possible that contami-
nated water may never reach a (working) quality monitoring 
location and go totally unnoticed. Case in point, in Scenario 4 
sensor SJ292 is rendered useless by a cyber-attack, demoting 
a significant part of the network (a whole DMA) to an unmoni-
tored area, even though there are six other quality monitor 
sensors in the network. Large parts of common networks per-
taining to branches downstream of sensors, essentially are 
unmonitored areas, as in the C-Town example. This fact could 
possibly affect a perpetrator’s decision with insider knowledge 
of the network and its monitoring strategy for purely physical 
attacks. There are ‘blind’ spots for quality sensors both in 
a temporal, as well as a spatial manner and this should be 
taken into account in water security plans, as dangerous entry 

points for injection of contaminants. Equally, quality sensors 
located at the outskirts of the network can be considered 
critical for cyber-physical protection (e.g. hindering physical 
access, implementation of cyber-security measures) as their 
compromise, can be devastating. On the contrary, other 
‘upstream’ (relative to the source, end nodes and other sensors) 
sensors can be considered less critical, as their compromise by 
cyber-attacks (or even simple malfunctions) can have a less 
harmful impact due to the redundancy in detection capability 
of the overlaps in monitoring capability provided by other 
sensors. This is demonstrated in Scenario 1, where the cyber- 
attack on sensor SJ109 has the effect of imposing 
a considerable lag in detection of the contaminant injection, 
but the CWS will eventually be alerted. However, there is 
a significant effect to the risk management of the event, not 
considered in this case study, which is the tracing of the con-
tamination to identify its origins with one of the sensors being 
manipulated.

Scenarios 0, 1, 2 and 3 are comparable as the physical attack 
part is the same, but the cyber-attack part is different. Scenario 
0 can be considered the baseline between a cyber-physical 
water system that employs a working CWS and one that is 
unmonitored for quality. Scenario 2 contrasts Scenario 1, 
because even though the cyber attack has the same duration, 
the attack severity is higher in Scenario 2, as all sensors are 
compromised, and as expected the impact difference is 

Figure 9. Mass consumed before detection in each node and spatial extent of contamination in each scenario. Note that in Scenario 5 there is no contaminant injection 
and is not included in the figure.
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significant. The contamination event is detected by the end of 
the four hour long cyber attack in Scenario 2 while in Scenario 1 
the attack is detected after one hour and ten minutes, half 
an hour later than the baseline detection performance of 
Scenario 0. As such, there is an increase of 1551.74% and 
213.6% in MCBD and NA metrics respectively, illustrating the 
importance of rapid detection. In Scenario 3, detection is 
timely, like in Scenario 0, but the type of cyber-attack (DoS on 
actuators) renders the activation of some of the response and 
mitigation measures impossible, i.e. the isolation of DMAs. 
However flushing units are operational and manage to flush 
out 2.417 kg of the contaminant, with higher FO than the other 
scenarios due to the continuous water supply from the source. 
As such, while MCBD is on par with Scenario 0 and 63% lower 
than Scenario 1, there is the possibility of increased MC up to 
nearly half that of Scenario 1. In general, for all scenarios MC 
depends on the efficiency of the public warning issued for 
avoiding consumption, which may or may be not functional, 
deployed or even under cyber-attack by the same perpetrator. 
The upper bounds of MC interestingly are higher in Scenario 0 
than Scenario 1, due to the flow conditions generated with the 
isolation of DMAs in the worst case of not issuing a public 
warning for consumption and the spread of the contaminant 
to tanks, pipes etc.

With regards to the impact of cyber-physical attacks to the 
general public and a water utility, even the faking of 
a contamination event by manipulating sensor information 
has devastating impacts, as shown in Scenario 5, where even 
though there is no contamination and thus no health risks, 
there is high UD, as well as uncalculated monetary losses to 
the utility and possible reputation damage.

Another interesting point stems from the Scenario 4, in 
which there is a targeted attack on a specific targeted area. 
MC is high and still not totally consumed in the timeframe of 
the simulation, with a considerable amount still stored in the 
DMA3’s Tank3 and pipes. However, MC is distributed across 

a smaller extent and population, leading to higher doses to the 
population than in the other scenarios. The contaminant used 
in this synthesized case study is a conservative hypothetical 
substance, with not known properties regarding the health of 
consumers, and therefore concentrations and actual digestion/ 
inhale doses are not considered. Further research can focus on 
modelling the interactions of a real substance in the WDN, and 
the health impacts on consumers according to the received 
dose. Another consideration for research is the usage of such 
stress-testing scenarios in water quality sensor placement stu-
dies. The seven-sensor design in the example case study of 
C-Town can monitor only a subset of the nodes (43.8% of the 
388 nodes), albeit the most important ones for minimizing the 
extent of contamination. However, performance changes sig-
nificantly when considering the possibilities cyber-attacks and 
more thorough studies in sensor placement optimization (opti-
mizing both the number of sensors and spatial locations) are 
needed along with resilience assessment (Makropoulos et al. 
2018; Nikolopoulos et al. 2019b) of sensor designs 
(Nikolopoulos et al. 2021), also taking into account the proper-
ties and specific vulnerabilities of components to specific types 
of cyber attacks (e.g. a particular sensor and its connection may 
be more vulnerable to DoS attacks, than hijacking ad altering 
the transmitted information) and RISKNOUGHT can be incorpo-
rated as the simulation stress-testing tool in such procedures. It 
is also worth mentioning that cyber-physical WDNs are 
dynamic systems affected by a multitude of parameters inter-
acting both from a hydraulic and environmental (temporal and 
spatial characteristics of water supply, quality properties of 
a contaminant etc.) and a consumer’s behavioural (water 
demand patters etc.) perspective. Thus, in future real-world 
applications of stress-testing and assessment of performance 
of cyber-physical attacks the simulation of the stochastic pro-
cesses (Tsoukalas, Kossieris, and Makropoulos 2020) involved 
should be considered to be used as input data for the case 
studies.

Figure 10. Cumulative mass consumed during the cyber-physical attacks. Scenario 5 is not shown, as there is no real-backflow injection.
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Conclusions

We presented the recent expansion of the RISKNOUGTH cyber- 
physical stress-testing platform to handle quality-related simu-
lations and related cyber-physical attacks. We have also 
demonstrated the use of the platform through cyber-physical 
attack scenarios evaluated against several performance metrics, 
to demonstrate their impact on water distribution networks. 
With these capabilities, it is suggested that RISKNOUGHT can be 
utilized to analyze cyber-physical attack events in cyber-aware 
water utilities, improve risk management practices by provid-
ing cyber-physical analysis input to water security plans, prior-
itize protection measures, and aid in sensor placement 
methodologies and cyber-layer design.
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